. Cyber Range as a Service®

Library of Virtual Machines and Apps for your Range
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DHS HIRT Tool Links

Fleass raviewlinks below to help files for each o the DHS HIRT tools
Flease ncte many wil nave videos and hela files for specific use case:
for DHS HRT
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Cyber VM Library

VMs—Sample List

e BackBox

e CentOS

e CloudRouter
« DVWA

e Elementary OS
e File Server

e Kali Linux

« LAMP

« MATE

e OSSEC

« OWASP

e pfSense

Attack Surface Analyzer

Bin Scope Binary Analyzer

BrowsingHistoryView
Cain and Abel
ClamAvV

Colasoft Packet Player
CurrPorts
DevManView
DNSQuerySniffer

FaView

Cyber Apps Library
Apps—Sample List

Clang

CPPCheck

Crypto++

Filezilla

Firefox

Netcat

OpenSSL

Python

Python Cryptography
PyNaCl
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Cyber Range as a Service®

Self Service web based portal

Cloud, vendor, app/service agnostic support

Deployable On-Prem or as Saa$

Visio like drag and drop GUI

Reservations & Scheduling, Multi-tenancy

Scalable and standards based

Business Intelligence metrics built in

Instruction panes for training support

Catalogs of Sandbox environments

Save and Restore Snapshots of Sandbox

NIST/NICE framework supported roles and training

Complete Skill assessments against your training or NICE framework skills
Performance scoring platform

Malware Traffic Generation (Breaking Point and Breaking Point VE)
Application and Threat Intelligence
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